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Abstract-The Wireless Fidelity (Wi-Fi) is a widely adopted technology due to its mobility and freedom in the presence of
vulnerable security features. Several attempts have been made to secure Wi-Fi that ends up as the devices are vulnerable to
various types of attacks and intrusions. Thus, the additional use of an external defense mechanism like Intrusion Detection
System (IDS) is mandatory to secure WLAN. The Intrusion Detection Technique identifies the security threats by continuously
monitoring the network activities. Many security threats affect the performance of network threats like Authentication attacks.
Encryption cracking, Wormhole, Selective Jamming attack etc. Jamming attack is always an issue in wireless network. In
jamming attacks the target node is adversely affected with proper internal knowledge of network secrets and routing protocols
and these types of attacks launched at low intensity so that they are very difficult to detect and encounter. So to reduce the
attack and algorithm is developed that helps in tracking the intrusion and then mitigating the attack. In NS2 simulation
environment, results represents the network performance without Jamming attack and with Jamming attack and also if the
Jamming is encountered how to save from that and by applying the proposed scheme the performance is very much like that
no attack has even occurred. Main goal is to prevent the attack and check the various parameters after the attack is prevented.
Keywords: Network Security, Wireless Sensor Network, Jamming attacks, Routing Protocol.

I.

proximity of the targeted receivers or FM modulated
noise or electromagnetic interference such as magnetic
radiowaves.

INTRODUCTION

Wireless LAN (that does not require cables to connect
with different device) uses radio waves for the
communication. An intruder attacks has been exceeded
due to the wireless nature of LAN. Classification of
wireless neighborhood area community attacks are
proposed primarily ‘based at the vital parameters. In
recent years, wireless communication technology has
emerged very convenient in place of wired
communication technology and has become more readily
available for computer networks anywhere, whether it is
for a home, an office, or any size of business.
Jamming attacks chokes the network, mostly
the jamming is executed by using the knowledge of
preserved information. The wireless medium provides
faster accessibility, compatibility and connectivity
between different users. Though it provides features
but various types of attacks are invited because of its
sharing medium. The adversaries with internal
knowledge of network secrets take more effort on
jamming the network or degrade the network
performance. Anyone which has transceiver can easily
inject spurious messages or create noise or interference
or launch jamming attack in an ongoing transmission or
block the transmission of legitimate users. In the
simplest form, the jammer classifies first few bytes of
transmitted packet and corrupts them by creating
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II.

DETECTION & PREVENTION OF JAMMING

The network implements a monitoring
mechanism for detecting potential malicious activity by a
jammer. The monitoring mechanism does a Pre
Authentication Check for verifying the nodes authenticity.
Algorithm 1 Generating Key
1. Get the already shared key.
2. Compute the equation in the standard set of keys in
the given simulation:
𝑣𝑎𝑙=𝑙𝑜𝑔10(𝑣𝑎𝑙)∗ 𝑣𝑎𝑙
3. Produce the numeric key from the decimal key
𝑣𝑎𝑙=𝑣𝑎𝑙×10
4. Return the key value after rounding the key value to
remove the decimal places
𝐾𝑒𝑦=𝑟𝑜𝑢𝑛𝑑 (𝑣𝑎𝑙)
Now there are various nodes which are in network. They
are sending frequent requests to other nodes and wants to
access those nodes but before accessing those nodes or
wants any communication with nodes all the nodes have
to show their authentication which can be done with the
algorithm shown above. Now from previous cases the
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malicious nodes table can be generated well in advance
from the previous traffic of the network. A node is said to
be malicious if the node is showing the attributes of
Jamming attack.
Algorithm 2:
1. When the route replies are received from different
nodes.
2. All the replies must be checked with the malicious
node table.
3. Now it the reply is similar to that of the malicious
node then immediately the route should be aborted.
4. If the reply is different than the node is the
authenticated node.
Simulation is defined as a scenario wherein
precise set of situations are created artificially that allows
you to study or experience something that would exist in
truth. In specific, network simulation is a method wherein
software models the behavior of a network both by way of
calculating the interaction among the one of a kind
network entity inclusive of data links, hosts, packets and
so forth. In order to test the proposed techniques, the NS2
simulator is used to evaluate the performance with
parameter shown in table

1 Simulator used
2 No. of nodes

NS 2.35
50

3
4
5
6

2000*1000
250m
26(fixed)
Random

Area of flat grid
Transmission range
Destination node
Node deployment

7 Simulation Time
8 Initial energy

III.

25s
100j

SIMULATION AND RESULTS

Packet Delivery Rate: Packet delivery ratio factor
evaluates the percentage of the successfully delivered
packets among the given network or link in the given time
(1 second in our case). The PDR shows the rising trend in
the following graphs, which elaborates the rising network
ability with each passing second, whereas the stability or
straight line after 10th second shows the performance of
the fully converged network, which is communicating on
the nearly constant speed to deliver the packets among the
given networks 𝑃𝐷𝑅= 𝑁𝑜. 𝑜𝑓 𝑝𝑎𝑐𝑘𝑒𝑡𝑠 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑎𝑡 𝑡ℎ 𝑒
𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛 𝑛𝑜𝑑𝑒/𝑁𝑜.𝑜𝑓 𝑝𝑎𝑐𝑘𝑒𝑡𝑠 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 𝑎𝑡 𝑡ℎ 𝑒
𝑠𝑜𝑢𝑟𝑐𝑒 𝑛𝑜𝑑𝑒∗100.

1.1 Simulation scenario

Fig 1. Shows the Packet delivery ratio (PDR) after the
attack is prevented.
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Fig. 2. shows the throughput after the attack is prevented
IV.

CONCLUSION AND FUTURE SCOPE

The performance of the proposed technique is compared
with that of Old techniques Transmission Range and at
different time interval (5 to 25 sec.) for the detection of
Jamming attacks in wireless LAN. The simulation results
show that the proposed techniques are more effective than
the old techniques which are used to mitigate the jamming
attacks. The packet delivery ratio was improved
considerably. The throughput is better what was seen in
the old techniques. The proposed scheme also attains low
false positive rate as compared to old scheme, which
indicates the better detection efficiency of the proposed
technique. The investigation shows that the proposed
technique attains low false positive rate while increasing
the packet delivery ratio. This work doesn’t apply on
MANET it can be extended to Wireless Sensor Networks
and on MANET.
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