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Abstract: The emergence of the Internet of Things (IoT) has led to the appearance of new cybersecurity issues associated with the
large number of connected devices, constrained computing capabilities, heterogeneity of communication protocols and cyber threats.
Classical security methods like signature-based intrusion detection or static rules are not always able to recognize novel attacks and
network anomalies. Thus, artificial intelligence (Al), machine learning (ML) and deep learning became essential tools for analyzing
network traffic and detecting potential malicious activity. At the same time, Al-powered security systems may face some difficulties
related to data imbalance, privacy issues, computational complexity, adversaries' manipulations, and generality of attacks recognition
in IoT. This paper gives a survey of current literature on Al-based intrusion detection, datasets of IoT cybersecurity problems,
federated learning and adversarial ML. Representative methods are compared and their pros and cons in resource constrained networks
are highlighted. Conceptual architecture, which includes edge monitoring, collaborative model training, central coordination and
manual investigation of incidents, is suggested. Open research directions are indicated and recommendation for future studies is given.
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L INTRODUCTION

The Internet of Things connects physical devices, sensors,
industrial equipment, smart appliances, healthcare systems,
and other network-enabled technologies. These devices
generate  continuous streams of operational and
communication data that support automation, remote
monitoring, and intelligent decision-making. However,
widespread connectivity also increases the potential attack
surface. Weak authentication, insecure firmware, exposed
network services, inadequate encryption, and delayed
security updates can enable attackers to compromise
individual devices and move across connected systems.

Traditional cybersecurity mechanisms remain essential, but
signature-based intrusion detection depends heavily on
previously identified attack patterns. Such systems can
struggle when network traffic differs from known
signatures or when attackers modify their techniques.
Machine learning provides an alternative by identifying
patterns in network traffic, device behaviour, and system
events. Deep learning extends this capability by learning
more complex representations from large datasets [2], [4],

(5], [10].

Despite these advantages, machine learning should not be
treated as a complete replacement for established security
controls. Models trained on one network may perform
poorly in another because device types, traffic distributions,
protocols, and attack frequencies differ. Research has also

demonstrated that unrealistic evaluation settings can
overstate the practical effectiveness of intrusion detection
models [3]. Therefore, cybersecurity solutions must be
evaluated not only on classification accuracy but also on
false-alarm rates, detection latency, resource consumption,
privacy, and robustness.

In this review, artificial intelligence-based intrusion
detection for Internet of Things is discussed. This paper will
concentrate on traditional and deep-learning methods of
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artificial intelligence intrusion detection, datasets problems,
federated learning, and adversarial attacks. In this work, we
provide the following contributions:

1. Summary of the intrusion detection methods based
on Al

2. Comparison of representative datasets and learning
techniques;

3. Privacy-preserving collaborative detection with the
use of federated learning;

4. Conceptual architecture of the deployment of Al-
based security systems within IoT and edge
computing environment.

1L REVIEW METHODOLOGY

This work uses the narrative literature review method to
assess the evolution, applications, and challenges related to
the use of Al cybersecurity techniques in IoT environments.
In particular, ML, deep learning, intrusion detection systems
(IDSs), federated learning, adversarial machine learning,
and cybersecurity dataset evaluation will be studied. The
selection of these topics is due to their relevance as
promising areas of research in the field of enhancing
detection and preventing cyber attacks.

Previously published research articles, survey papers,
conference proceedings, technical reports, and cybersecurity
guidelines are used in this work. Special emphasis is placed
on works describing how intrusion detection techniques
operate, comparing different learning-based methods,
benchmark datasets, and challenges related to the practical
implementation. Machine learning for cybersecurity studies

are used as a basis for an understanding of the principles of
detection and their weaknesses [2], [4], and IDS surveys
give information about techniques and their evaluation as
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well as open problems [5]. Network intrusion detection
datasets research papers are used to evaluate the reliability
and reproducibility of experimental results [6].

These sources are grouped under five key themes within
research. The first theme analyzes classical machine
learning methods, such as decision trees, random forests,
and support vector machines, which are typically applied to
network traffic classification. The second theme deals with
deep learning methods, such as neural networks and
autoencoders that enable anomaly detection for more
complex network behavior identification [10] [12]. The
third theme covers benchmarking data sets, such as KDD
Cup 99, UNSW-NBI15, and CICIDS2017, and assesses their
suitability for evaluating performance of the intrusion
detection models [7] [9]. The fourth theme describes
federated learning as a collaborative approach to model
training without transferring raw data to a central storage
[13], [14]. The last theme is dedicated to the adversarial
machine learning, privacy risks, and security challenges
[15][17].

The selected studies are compared using common analytical
dimensions, including research objective, detection
approach, principal contribution, practical applicability, and
reported limitations. For intrusion detection, particular
consideration is given to the ability to recognise malicious
traffic, identify previously unseen attacks, manage false
alarms, and operate under resource constraints. For
federated learning, the review considers privacy
implications, communication requirements, differences
between local datasets, and the risks associated with
malicious model updates. For adversarial machine learning,
the emphasis is on threats that manipulate inputs or training
processes and the corresponding mitigation strategies.

Quality of the dataset and the approach used to evaluate the
performance of a system is considered as a key factor
during the analysis of the findings of the work. The fact that
an IDS demonstrates high classification accuracy does not
mean that this system will function properly in the real
world environment where the evaluation dataset includes
imbalanced classes, obsolete attack signatures or different
traffic characteristics than those of the target environment.
Thus, attention is paid to the aspects such as precision,
recall, Fl-measure, false positives, detection latency and
computational cost.

In addition to this, the literature review looks into the
connection between technical detection capabilities and risk
management in cybersecurity. The NIST Cybersecurity
Framework 2.0 is an example of risk-management oriented
framework for structuring cybersecurity efforts, while the
ENISA threat landscape reporting provides more
information about threats and priorities regarding security
[1], [25]. This information contributes to the analysis of
how Al-based detection can be used in larger security
contexts.

The final step is the synthesis of results obtained from the
literature review in order to highlight existing limitations
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and future research directions. Among these are the lack of
applicability of machine learning models to various network
settings, low explainability, computational limits at the edge,
privacy issues, vulnerability to adversarial attacks, and
inadequate experimental evidence. With these limitations
and opportunities in mind, the paper suggests a concept of a
hybrid cybersecurity architecture based on edge-based
intrusion detection, model refinement through federated
learning, and human supervision of incident handling.

It should be noted that this study is not a systematic
literature review or a meta-analysis. It does not imply the
use of an exhaustive review of all publications available and
a database-based study procedure with reporting of the
number of screened articles and the number of aggregated
experimental studies. Thus, the conclusions are drawn on the
basis of qualitative analysis of the selected literature only.
This will enable us to establish the grounds for further
development of the subject matter.

Fig. 1. Literature review and synthesis workflow

Define review scope: Al loT and cybersecunty

Select relevant surveys datacets and technial guadance
+
Comgpare methods, evaluation practices and limatations
.
identify research gaps and propase a conceptual achiecture

L. AI- BASED INTRUSION DETECTION
TECHNIQUES

Intrusion Detection Systems (IDS) scan either the network
traffic, host activities or the activities in a computer system
to detect any malicious behavior. IDS may be categorized
into signature based, anomaly based or hybrid systems,
based upon their method of detection. Signature based IDS
detect malicious activities using pattern recognition while
the anomaly based IDS detect abnormalities in activities.

A. Traditional Machine Learning

Traditional ML methods include decision trees, random
forests, support vector machines, k-nearest neighbours, and
ensemble classifiers. These techniques often rely on
engineered features such as packet statistics, connection
duration, protocol information, byte counts, and traffic rates.
Their comparatively manageable computational
requirements can make them suitable for edge deployments,
depending on model size and feature extraction cost.

Buczak and Guven reviewed data-mining and machine-
learning techniques for cybersecurity, highlighting the
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importance of data preparation, feature selection, and
evaluation [2]. Khraisat et al. discussed IDS techniques,
datasets, and persistent challenges, including detection of
new attacks and the difficulty of comparing results across
studies [5].

B. Deep Learning

Deep-learning methods can learn complex representations
from traffic and event data. Convolutional neural networks,
recurrent networks, autoencoders, and other neural
architectures have been investigated for intrusion detection.
Autoencoder-based systems can learn patterns associated
with ordinary network activity and flag sufficiently large
reconstruction errors as anomalies. Kitsune, for example,
uses an ensemble of autoencoders for online network
intrusion detection [12].

However, deep learning introduces challenges related to
training-data requirements, computational overhead, model
interpretability, and changing traffic distributions. High
accuracy on a benchmark dataset does not guarantee
equivalent performance in a real deployment. Sommer and
Paxson highlighted the difficulties associated with applying
machine learning to operational network intrusion
detection, particularly the gap between controlled
experiments and real-world traffic [3].

C. Hybrid Detection

A hybrid IDS can combine rule-based detection with ML
classification and anomaly scoring. Known attack
signatures can be handled through established rules, while
learning-based components can identify unusual patterns
that require further investigation. Such a design may

improve operational flexibility, but its effectiveness
depends on appropriate threshold selection, rule
maintenance, integration, and evaluation.
Iv. DATASETS AND EVALUATION
CHALLENGES

Public datasets enable researchers to train and compare
intrusion detection models. However, datasets differ in their
traffic-generation procedures, attack categories, feature
representations, collection periods, and class distributions.
These differences can substantially affect experimental
outcomes.

The KDD Cup 99 dataset is historically important, but its
age and known limitations require caution when
interpreting results [8]. UNSW-NBI15 was developed to
provide a more contemporary range of normal and
malicious traffic patterns than older benchmark datasets [7].
CICIDS2017 offers labelled traffic involving multiple
attack scenarios and has been widely used in intrusion
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detection research [9]. Ring et al. examined network-based
IDS datasets and highlighted the importance of dataset
selection and documentation [6].

Table I. Comparison of representative intrusion
detection datasets

Main Ke
Dataset |characteristic | Potential use | .. . y.
s limitation
Historical . Outdated
KDD Cup | benchmark Baseline and |traffic and
99 [8] with labelled reproducibilit {known
connections 1Y studies redundancy
concerns
Dataset-
Normal and specific
UNSW- malicious Classification |distribution
NBI5 [7] traffic across |and feature  [may not
multiple evaluation represent
categories deployment
traffic
Collection
Labelled . and labelling
CICIDS201 network traffic | Evaluation of conditions
719] with multiple |supervised affect
attack IDS models ..
scenarios generalisatio
n
Device- .

. . External and |Collection
Operational |specific traffic real-world can be costl
IoT traffic |collected from . OSUy

a deployment validation and sensitive
A reliable evaluation should use separate training,

validation, and test sets, with particular care to prevent
leakage between them. Randomly splitting highly correlated
records can produce overly optimistic results if similar flows
or sessions occur in both training and testing data. Where
possible, researchers should also conduct temporal or cross-
environment evaluation.

Accuracy alone is insufficient for imbalanced cybersecurity
datasets. A model can achieve high accuracy while missing
rare but important attacks. Precision, recall, F1-score, false-
positive rate, detection latency, and resource usage should
therefore be reported. A confusion matrix can help explain
whether the model is primarily missing attacks or generating
excessive false alarms.

V. FEDERATED LEARNING FOR PRIVACY-
AWARE CYBERSECURITY

Federated learning (FL) enables multiple participants to
collaboratively train a machine learning model while
retaining their local training data. A coordinating server
distributes a global model to participating devices or edge
gateways, which train the model using locally available
datasets. The resulting model updates are transmitted to the
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server, aggregated, and redistributed to improve the global
model. This approach reduces the need to transfer raw
network records to a central location, supporting data
confidentiality and privacy-aware cybersecurity [13], [14].

In IoT environments, participating organisations and edge
gateways may have different devices, traffic patterns, and
security requirements. Federated learning allows these
participants to develop collaborative intrusion detection
models without directly sharing their complete network
datasets. For example, gateways in industrial and healthcare
networks can contribute to a shared model for identifying
suspicious traffic, unauthorised access attempts, and
abnormal communication patterns. Existing research has
examined federated learning applications in intrusion
detection and privacy-preserving IoT security, highlighting
its potential for distributed cybersecurity systems [21]—[24].

A typical federated learning-based cybersecurity
architecture consists of IoT devices, edge gateways, a
central coordination server, and a security monitoring
module. IoT devices generate network traffic and
operational data, which are analysed locally by their
associated gateways. Each gateway extracts relevant
features and trains a local model to distinguish normal
network behaviour from potentially malicious activities.
The gateways then transmit model updates to the
coordination server, where the updates are aggregated using
techniques such as Federated Averaging (FedAvg). The
revised global model is distributed to participating
gateways for subsequent training and local threat detection
[13], [14].

Despite its privacy advantages, federated learning does not
automatically guarantee complete data confidentiality.
Model updates may reveal information about local training
datasets, while malicious or compromised participants can
submit manipulated updates to affect global model
performance. Adversarial machine learning research
highlights the importance of addressing such threats
through appropriate detection and mitigation mechanisms
[15]-[17]. Secure aggregation, differential privacy,
participant authentication, and protected communication
channels can strengthen the framework by reducing
information  exposure and  limiting unauthorised
participation. However, these mechanisms must be selected
according to the system's security requirements and
available computational resources.

Another challenge is the variation in local data distributions
across participating IoT networks. Different gateways may
observe different device types, traffic characteristics, and
attack patterns, resulting in non-independent and identically
distributed (non-IID) datasets. Consequently, a global
model may perform differently across individual
participants. Evaluating the model using precision, recall,
F1-score, false-positive rate, and detection latency can help
assess its effectiveness under different network conditions.
Research on intrusion detection and machine learning also
emphasises the importance of representative datasets and
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careful evaluation when developing reliable cybersecurity
models [2], [5], [6].

Practical deployment must also consider communication
overhead, intermittent connectivity, and limited device
resources. A suitable approach is to perform federated
learning primarily on capable edge gateways rather than on
every constrained loT sensor. Gateways can continue local
monitoring using a previously validated model during
temporary network interruptions and synchronise model
updates when connectivity is restored. Model validation,
version control, and rollback mechanisms can further reduce
the risk of unreliable updates affecting security operations.
In industrial IoT environments, combining federated
learning with appropriate edge security mechanisms can
support collaborative threat detection while maintaining
local data control [24].

In conclusion, federated learning provides a promising
approach to privacy-aware cybersecurity by enabling
collaborative model training without routinely transferring
raw network data to a central server. However, its
effectiveness depends on addressing privacy leakage,
malicious model updates, heterogencous data distributions,
and resource limitations. Integrating federated learning with
secure aggregation, participant authentication, robust update
validation, and continuous performance monitoring can
improve the reliability of distributed intrusion detection.
This approach can support scalable cybersecurity solutions
for heterogeneous IoT environments while balancing data
confidentiality, detection accuracy, and operational
efficiency.

VI. ADVERSARIAL MACHINE LEARNING AND
EMERGING THREATS

Al-based cybersecurity systems can themselves become
targets. Adversarial machine learning studies how
manipulated inputs, compromised training data, or other
attacks can affect model behaviour. NIST’s adversarial
machine-learning taxonomy provides terminology for
analysing attack and mitigation strategies [15].

Table II. Al-related threats and possible mitigation
measures

Threat Potential effect Possible mitigation
on IDS
Corrupts training |Data validation, trusted
Data .
N data or model sampling and update
POISONINE 4, e haviour screenin
g
h .
. C anges Robustness testing and
Evasion malicious traffic complementa
attacks to avoid P Y
. detection rules
detection
Reveals
Model or  |information Access controls,
update through model |privacy assessment and
leakage outputs or secure aggregation
updates
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[

Reduces
Distribution | detection Drift monitoring and
shift performance as |controlled retraining

traffic changes

False- Generates

ositive excessive alerts |Threshold calibration
p and burdens and alert prioritisation
overload

analysts

Adversarial attacks can undermine the assumption that
training and deployment data follow similar distributions
[16], [17]. Consequently, model evaluation should include
more than clean test data. Robustness experiments should
document the attack assumptions, perturbation methods,
data conditions, and impact on detection metrics.

Human oversight remains important, particularly for high-
impact responses such as blocking industrial devices or
disrupting healthcare systems. Al outputs should support
investigation and prioritisation rather than automatically
triggering every possible defensive action.

VII. PROPOSED HYBRID CYBERSECURITY
ARCHITECTURE

This review proposes a conceptual architecture that
combines local traffic monitoring, edge-based detection,
federated model improvement, and central security
coordination. The architecture is a design proposal derived
from the reviewed literature; it is not presented as a tested
system.

Fig. 2. Conceptual hybrid Al-based IoT security
architecture

loT devices

4

Edge gateway

+

Local security response

Federated coordinator
Security team

i

The architecture contains four principal functions. First, [oT
devices generate network and operational events. Second,
an edge gateway extracts features and performs local
inference, reducing the need to send all raw traffic to a
central server. Third, a federated coordinator supports
collaborative model improvement by aggregating validated
updates from participating gateways. Fourth, a security
team reviews alerts, manages policies, and supervises high-
impact responses.
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The design should include device authentication, encrypted
communications, role-based access control, audit logging,

model versioning,
should

inference

and a rollback mechanism. Local
remain available

during temporary

communication failures. The architecture also requires a
fallback process for uncertain predictions, since false

positives can

interrupt legitimate

services and false

negatives can allow attacks to continue.

Table III. Proposed evaluation plan for the hybrid

architecture
Evaluation Suggested
. . Purpose
dimension measurement
Detection Precision, recall, F1- |Measure attack
effectiveness [score identification quality

False alarms

False-positive rate

Estimate operational
alert burden

tests

R . A i
esponse Detection latency SSCSS time
speed sensitivity
Edge CPU, memory and | Assess suitability for
efficiency  |energy use IoT gateways
Raw-data transfer .
. Examine data
Privacy and leakage .
exposure risks
assessment
Performance under |Assess resilience to
Robustness |drift and poisoning |changing or

manipulated data
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These measurements should be evaluated against a clearly
defined baseline, such as a conventional ML classifier or a
rule-based IDS. Results should be reported for each dataset
and environment rather than combined in a way that hides
differences. No numerical performance claims are made
here because the proposed architecture has not been
experimentally evaluated.

VIII. RESEARCH GAPS
DIRECTIONS

AND FUTURE

Several research gaps remain relevant to practical Al-driven
IoT security.

A. Generalisation across environments: Models
should be tested across different device types,
network configurations, and time periods. Cross-
dataset testing can help determine whether
detection depends on general attack characteristics
or dataset-specific patterns.

B. Resource-efficient detection: IoT gateways may
have limited memory, processing capacity, and
power. Future work should compare compact

models, feature selection, quantisation, and
selective inference while reporting actual hardware
measurements.

C. Trustworthy federated learning: Research should
evaluate secure aggregation, malicious-client
detection, privacy leakage, and the impact of non-
identically distributed data. The trade-off between
communication cost and detection quality should
also be measured [14], [21]-[24].
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D. Explainability and operational usability: Security
analysts need meaningful explanations of alerts,
including the traffic features or behaviours that
contributed to a prediction. Explanation methods must
be assessed for stability and usefulness rather than
treated as inherently reliable.

E. Reproducibility: Studies should clearly report dataset
versions, preprocessing, train-test splits, model
parameters, baseline methods, and evaluation metrics.
This would make comparisons more reliable and
support independent validation.

F. Alignment with risk management: Technical
detection should be integrated with governance,
response, recovery, and organisational risk processes.
Frameworks such as NIST CSF 2.0 provide a broader
structure for connecting technical controls with
cybersecurity risk management [1]. Threat landscape
reporting, including ENISA’s work, can help
researchers understand evolving operational priorities
[25].

IX. CONCLUSION

Al-driven intrusion detection offers useful capabilities for
identifying suspicious activity in IoT networks, particularly
when traditional signature-based mechanisms are
insufficient to detect unfamiliar patterns. Traditional
machine learning, deep learning, and anomaly detection
each provide different trade-offs involving detection
quality, computational cost, and interpretability. Public
datasets support reproducible experiments, but their age,
collection conditions, and distribution differences can limit
the generalisability of reported results.

Federated learning provides a mechanism for collaborative
model training without routinely centralising raw training

records, although it introduces additional challenges
involving  malicious  updates, privacy leakage,
communication overhead, and heterogeneous data.

Adversarial machine learning further demonstrates that
security models require robustness assessment and ongoing
monitoring.

The conceptual hybrid architecture presented in this review
combines edge-based detection, federated model
improvement, and human-supervised response. Future work
should implement and evaluate this design using clearly
documented datasets, realistic baselines, cross-environment
testing, and measurements of detection performance,
latency, resource consumption, privacy, and robustness.
These steps are necessary to move Al-based IoT
cybersecurity from promising experimental results toward
dependable operational deployment.
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